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EKSTRA SIKKERHED TIL DIN COMPUTER:

Beskyt

mod andringer

pc’en

Programmet S.0.S Security Suite er et effektivt
bolvaerk mod, at andre end dig selv kan lave stgrre
endringer pé& din computer og ggre den usikker.

Journalist

Niklas Ernst

&

En af de sterste farer, ndr du saetter
dig ved din computer, er at hackere
og it-kriminelle i det skjulte laver sen-
dringer p& din pc. De kan eksempel-
vis automatisk {& startet programmer,
som optager dine tastetryk, og sender
dem tilbage til hackerne. PG den ma-
de kan de tiltuske sig dine kodeord.
Eller de kan installere smd program-
mer, som filmer dig med dit webka-
mera, eller som automatisk kopierer
alle dine filer og sender dem afsted
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til hackerens computer. Det gaelder
derfor om at fgre ganske stram kon-
trol med, hvilke programmer der ma&
kere p& pcen. Til det formdl kan du
bruge programmet S.0.S Security Sui-
te, som blandt andet rummer funktio-
nen Execute Prevent. Hovedideen med
denne funktion er at forhindre, at ska-
delige filer overhovedet kan kgre. Exe-
cute Prevent tilfgjer specielle be-
greensninger direkte til Windows' re-
gistreringsdatabase, og disse be-
graensninger blokerer for, at bestem-
te typer filer kan blive kgrt i udvalgte
mapper og eventuelt i deres under-
mapper. Det kan vaere eksekverbare

1

Registrerings-

databasen

Registreringsdatabasen
i Windows er et slags
digitalt opslagssystem,
der holder styr pa de
vigtigste indstillinger og
oplysninger om bade
selve Windows og om
de programmer, som du
installerer. Teenk pa det
som en slags organiseret
notesbog, hvor Windows
gemmer oplysningerne
om, hvordan din pc

skal fungere, om dine
presferencer og om de
indstillinger, der ger, at
alting kerer optimalt.

filer som .exe, scripts som .bat eller
vb, og endda genveje (Ink). Altsd net-
op dén type filer, som hackere og it-
kminielle skal bruge for at inficere din
computer.

Fordelen ved at bruge Execute Pre-
vent er, at det skaber en ekstra be-
skyttelseslag, selv hvis antiviruspro-
grammet ikke opdager en trussel. Hvis
en virus skulle ende i en af de bloke-
rede mapper, vil den ganske enkelt
ikke kunne kgre og dermed ikke kun-
ne skade computeren. Det betyder, at
selv hvis systemet bliver inficeret, vil
infektionen veere “lammet” og ude af
stand til at udfgre sin skade.
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,‘7’ S.0.S Security Suite

Set en effektiv stopper for, at andre
kan lave @ndringer i din browser
eller pa din computer.

Sprog
Engelsk

Laer programmet
at kende -

Virker med
Windows 10 og 11 .

Hent programmet

pa vores
hjemmeside: Du far her en kort introduktion til programmet
komputer.dk/2419 / S.0.S Security Suite og nogle af de nyttige
vaerktajer, som programmet indeholder.
Extra secunty for a Safer and Optimal System
' « S.0.S. Security Suite S it =
@: Windows 11 Home 64-bit Windows Defender; ON
S == Build 22631 Version 23H2 ° Windows firewall: ON
asnboari

Installed in 2023/06/06

UAC: ON | System Restore: ON
— 509GB NVMe SSD

&
@ “ Status: OK °
%

Threat Scan

! LENOVO 82KU
Bios: LENOVO GLCN46WW
S/N: PF3PXH6E 334 GB free of 474 GB in C:

16 GB installed RAM
E Type: DDR4-3200
2 slots, 2 in use

* Windows updates are enabled
Battery status: 1%, charging !

Battery wear: 255%, healthy

a Ryzen 5 5500U with Radeon Graphics

6 cores, 12 threads at 2100 MHz

AMD Radeon(TM) Graphics
Driver version: 31.0.12044.56000
1920x1080 px, 2 GB of VRAM

Availalle fixes: Free storage space W Refresh

Cleanup &
Optimize

- o .‘ @

S E

Systelg immunization is .

! I

Execute Praventis . . . .

Last threat scan was ¥ _days, 7 hours and 25 minutes ago

Execute Prevent

Her kan du angive, at
bestemte typer filer

Start scan

Dashboard

Pa fanen Dashboard far du
et hurtigt overblik over din

System Immunization

Her finder du indstillingerne,
som definerer de &ndringer,

Aktiveringer

Til hajre kan du hurtigt
se, om funktionerne

computer. Her kan du fx
se CPU'en og om Windows
Defender er slaet til.

Foto: fridaydsgn/Shutterstock.com

(ikke) kan blive startet
i specifikke mapper.
Dermed tilfgjer du et
ekstra lag af sikkerhed

til din computer.

System Immunization
og Execute Prevent er
aktiveret.

der kan laves pa din pc.
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Undga at andre laver
aendringer pa din pc

Det forste skridt mod at sikre, at der ikke kan laves sndringer
pa din computer, er fanen System Immunization. Her er det
szerligt din browser, der bliver beskyttet. Du kan altid eendre
indstillingerne tilbage igen, hvis du oplever problemer.

ToRpTonae!

] Hosts file

] image Hijacks

[ Driverfiles

[ subsystems key
Internet and Windows Explorer

Browser helper objects

Url search hooks

[¥] Main IE entries

¥ IE toolbars and search

Internet sefttings

(] Explorer registry entries

[#] shell execute hooks

E:] Desktop registry entries

|:| Start menu
Google Chrome
A n.
Select
Al None

Recommended

Tt -
Prevent hijacking the Hosts fil
Prevent changing the Image

Prevent changing the driver fil
Prevent changing the SubSys|

Prevent crealing Browser hel
Prevent creating Url search h
Prevent changing lternet Expl
Prevent adding Internet Explo|
Prevent modifying the Interne’
Prevent modifying the Window
Prevent creating Shell Execut
Prevent modifying the Deskio|
Prevent modifying or deleting

T Y

Immunize

| oversigten, der abner, skal du
klikke p4 Recommended

nederst i vinduet.

Extra

_J S.0.5. Secur

Section name Description
Windows startup and logon
[ Autorun entries Prevant chan
[ startup and tasks folders Prevent chany
[] winlogon entries Prevent chan
] RunOnce entries Prevent chan
[[] RunSenices entries Provent chary
"] RunSenicesOnce entries Prevent chany
System registry entries
[ Group policies Prevent chan
O L8A providers Prevent chan
[] Hosts file Prevent hijad
[ image Hijacks Prevent chary
[[] Driver files Prevent chan
] subSystems key Prevent chan
ot t and Windoue Explorer

1 Hent S.0.S Security Suite pé
vores hjemmeside og installer
programmet. | programmets hoved-
menu skal du klikke p& knappen
System Immunization .

System registry entries A
[ Group policies Pravent changing the group policies
] Lsaproviders Prevent changing the LSA providers registry keys
Hosts file Prevent hijacking the Hosts file

Threat Scan

[j Image Hijacks Prevent changing the Image File Execution Options
System [] Driverfiles Prevent changing the driver files
Immunization  [T] SubSystems key Prevent changing the SubSystems registry key
C Internet and Windows Explorer ~
)," 7 @ Browser helper objects Prevent creating Browser helper objects (BHO).

[#] ur search hooks
|Z| Main IE entries
s IE toolbars and search
‘ E Internet setfings
(IETE S [ | Explorer registry entries
Optiur Shell execute hooks
[T] Desktop registry entries
=

Execute
Prevent

Prevent creating Url search hooks.

Prevent changing ternet Explorer's main registry keys

Prevent adding Internet Explorer toolbars and search providers
Prevent modifying the Internet seftings.

Prevent modifying the Windows Explorer registry keys.

Prevent creating Shell Execute hooks.

Prevent modifying the Desidop registry entries.

Derefter bliver en masse forskellige indstillinger
markeret. Det er programmets anbefalinger,
som er ganske fornuftige, sa lad bare dem sté.

¥

ng the driver files

g Url search hooks.

ing the Internet seftings.

g Shell Execute hooks.

[¥] immunize all users

ng the SubSysiems registry key

g Browser helper objects (BHO).

ling the Deskiop registry entries.
fing or deleting the Start Menu items.

ing ternet Explorer's main registry keys
Internet Explorer toolbars and search providers

ing the Windows Explorer registry keys.

a

* immunization 2

tes enfries Prevent changing the RunSenvices registry ke ervices entries Prevent changing the RunSenvices registrj
esOnce entries Prevent changing the RunSenicesOnce regist enicesOnce enfries Prevent changing the RunServicesOnce 1
ry entries registry entries
icies Prevent changing the group policies b policies Prevent changing the group policies
Hers Prevent changing the LSA providers registry ke providers Prevent changing the LSAproviders regis!
5 file Prevent hijacking the Hosts file
Are you sure you want to apply the selected immunization?
Checked areas will be immunized, unchecked areas will be
un-immunized. 69% J Applying the selected immunization
[ ves@) No
parch hooks Prevent creating Url search hooks.
fries Prevent changing Iternet Explorer's main regis IE entries Prevent changing lternet Explorer's main
5 and search Prevent adding Internet Explorer toolbars and Ibars and search Prevent adding Internet Explorer toolbars
gtings Prevent modifying the Internet settings. et setlings Prevent modifying the Internet sefiings.
Egistry entries Prevent madifying the Windows Explorer regis rer registry entries Prevent modifying the Windows Explorer
tute hooks Prevent creating Shell Execute hooks. exgcute hooks Prevent creating Shell Execute hooks.
egistry entries Prevent modifying the Deskop registry entries. flop registry entries Prevent modifying the Desktop registry en
i . kbl Rrauvant < dalofing tha Siad L

Klik s& pa Apply
immunization H.
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| vinduet, der &bner, skal du
klikke p4 Yes H for at gemme
de valgte indstillinger.

Herefter gemmes indstillingerne.

Det tager ikke mere end et par
sekunder og din beskyttede computer
er klar til brug umiddelbart efter.
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Disse trusler stoppes af programmet

Med de anbefalede indstillinger i System Immunization traeffer
programmet en raekke kloge valg for sikkerheden pé din pc.
Her kan du fa en naarmere beskrivelse af, hvad der sker.

Undga @ndringer i host-filen

En host-file er en lille tekstfil, som Windows bruger til at lede dig hen til de
rette hjemmesider, nar du er pa nettet med din browser. Host-filen forbinder
domaenenavne til IP-adresser, sé ndr du fx indtaster google.com i browseren,
bliver du ledt til Googles segemaskine. Bliver der eendret i host-filen, kan
trafikken dog ledes et andet sted hen, fx en falsk hjiemmeside. Med S.0.S
Security Suite undgar du, at der kan zendres i host-filerne.
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Bloker automatiske opstartsprogrammer

| Windows kan du veelge, at visse programmer starter sammen
med pc'en. Men du kan ogsé risikere, at du uforvarende far in-
stalleret skadelige programmer, som starter med Windows og
kerer i baggrunden. Med denne indstilling blokerer du for, at nye
programmer pd din computer automatisk kan starte op sammen
med computeren. Funktionen aktiveres ved at szette flueben ved
Autorun entries og er ikke en del af de anbefalede indstillinger.

Ingen rod med sikkerhedsindstilinger

Hvis du ikke vil have, at uvedkommende kan @&ndre i sikkerheds-
indstillingerne i din browser, hvad enten du bruger Chrome,

Edge eller Firefox, kan du i S.0.S Security Suite veelge, at
indstillingerne ikke ma kunne andres. Det kraever blot, at

du seetter flueben ved feltet Secure preferences, som er en del
af de anbefalede indstillinger.
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Saet en stopper for
farlige programmer

Execute Prevent-funktionen giver dig ekstra beskyttelse mod
virus. Den tilfejer sarlige begraensninger direkte i Windows’
registreringsdatabase og forhindrer pé& den made filer i at
kore i bestemte mapper og undermapper.

« S.0.S. Security Suite

& Execute Prevent seitings | o Locked items lis

Execute Prevent helps you to prevent malware exect

Dashboard optionally their sub directories. Please select an opf

Main seflings:
O Disable Execute Pravent
O Enable Execute Prevent only for the items you
@ Enable Execute Prevent for the Application da
O Enable Execute Prevent for the whole user pr

Additional directories (recommended):
¥1Fonts folder ¥IRecycle bin folder B

Execute
Prevent

Excluded paths:
[Tl nesidop fold |mIsTne

il Klik pa feltet Execute
Prevent H i hovedvinduet.

@ Execute Prevent setfings ,3 Locked items list 9 Excludeditems list (®» Affecled files

Execute Prevent helps you to prevent malware execution by disallowing running files in specific directories, and
optionally their sub directories. Please select an option below.

@ Main settings:
O Disable Execute Prevent

Threat Scan

Dashboard

O Enable Execute Prevent only for the items you specify in the Locked and Excluded items lists
EE) Enable Execute Prevent for the Application data folders (except exclusions)

(O Enable Execute Prevent for the whole user profile (except exclusions)

Additional directories (recommended):

[¥]Fonts folder ¥1Recycle bin folder ¥] Common Application data [¥]Public profile

Execute
Prevent

Excluded paths:

[Joocume

[ bownloads folder

Desktop folders

Main settings:
O Disable Execute Prevent
(O Enable Execute Prevent only for the items you specify in the Lockg
(® Enable Execute Prevent for the Applicalion data folders (except ex

(O Enable Execute Prevent for the whole user profile (except exclusic

Additional directories (recommended):

[¥]Fonts folder ¥IRecydle bin folder ¥l common Applical

Excluded paths:
O besut Ooownloa

Temporary folders and system related paths are automalically exclu

Additional options:
[El ¥]Enable Execute Prevent for all users

a Vi anbefaler, at du vaelger indstilingen Enable Execute Prevent
for the Application data folders (except exclusions) H. P& den
made sikrer du, at der saettes begraensninger for programmer i Windows'
registreringsdatabase, men at du ogsé kan veelge, at de programmer,

du stoler p4, ikke rammes af begraensningerne.

Serg ogsa for, at der er sat

flueben ved Enable Execute
Prevent for all users HE. S3 gzlder
indstillingen for alle brugere.

pon data folders (except exclusions) ir sub direclories. Please select an option below.

er profile (except exclusions)
gs:

le Execute Prevent

¥]common Application data [¥]Public profile

lent helps you to prevent malware execution by disallowing running files ing

la Execute Prevent only for the items you specify in the Locked and Excludg

Are you sure you want to apply these policies?
[]ossuments fols

s are automatically exciuded

T

List affected files

iy folders and system related paths are automatically excluded.

"
>N e oly
Save only & Save & Apply 4 plions:

SIEOBNMEE OT 3/ 5 GB M L

16 GB installed RAM
Type: DDR4-3200 o
2 slots, 2 in use
Windows updates are enabled
Battery status: 1%, charging

Battery wear: 255%, healthy

| vinduet, der &bner, skal
du klikke pa Yes H.

Klik til sidst pa knappen
Save & Apply B i bunden
af programmet.
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@ Nu er indstillingen sléet til og din
computer er nu beskyttet af pro-
grammet S.0.S Security Suite.
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Lav undtagelser
for programmer,

du stoler pa

Du har nu begraenset badde programmer og processer
gevaldigt i at kunne zndre i registreringsdatabasen.
Hvis du oplever problemer med programmer, du har
tillid til, kan du lade dem slippe for begransningerne.

Exdra security for a Safer and Optimal £

entsetings ¢ Locked ftems list ) Excluded items iist B A

rontains the unrestricted paths. Files in these paths can be executed, eve
paths. Drop a fileffolder over the list to quickly add a path.

aths
PoWMicrosof*

Pe\Macromedia\*

DFILE%\AppDatalL ocalLowiMicrosofti*
SPROFILE%Wicrosoft\*
SPROFILE%\Oracle\Javal*
SPROFILE%\Package Cache\*
SPROFILE%\Skype\*
SPROFILE%\Adobel*
SPROFILE%\Google\*
'SPROFILE%\Intuiti*

Snyd hackeren

Ny

| Skeermbilled: # Navn
| ChatGPT
L Ovedfersler #
- Common Files

talLocalLowiMicros
o] Dokumenter #

icrosoffv* dotnet
racle\Javai® IR Billeder » epson
lackage Cache\* .
fypett @ Musik » Fing
kobey O videor  # Google
ooglel*

i | 5 HP
tuit* Audials Other Vi
tel\* Inkscape

Internet Explorer

Krita (x64) [E]

K\
plic\* My
plic\Des kop\*

alLocalMicrosoft| > © NeuShield Lenovo

Micresoft Office

'SPROFILE%\intel*

> [ Denne pc

Beskyt din pc

v

Dashboard

$.0.S. Security Suite

Windows 11 Home 64-bit
.= Build 22631 Version 23H2
Installed in 2023/06/06

LENOVO 82KU
Bios: LENOVO GLCN46WW
S/N: PF3PXHGE

6 cores, 12 threads at 2100 MHz

AMD Radeon(TM) Graphics
Driver version: 31.0.12044.56000
1920x1080 px, 2 GB of VRAM

a Ryzen 5 5500U with Radeon Graphics

Available fixes: Free storage space

Abn S.0.8 Security Suite og Kiik
pa fanen Execute Prevent H.

paths. Drop a fileffold averlh-e listto quickly add a path.

estricted paths

APPDATA%\WMicros oft*
@ Add Execute Prevent path

Drop a fileffolder, enter 3 path or press browse
Path: C\Program Files\Krita (x64)\*

8 Include sub direct

Cancel

Cancef

(D uUse environment strings

Saven

PALCUOCROr MUTILE 7dne
ALLUSERSPROFILE%\UVK\® -
SystemDrive%Wsers\Publici*
SystemDrive%\Wsers\PubliciDeskop\"
USERPROFILE%\AppDatalLocalMicrosofWindows\Application Shorcut

2 Klik péd Excluded items list H.
Herefter abner et vindue p& com-
puteren, hvor du kan veelge det pro-
gram, der gerne ma kare.

Unrestricted paths

%USERPROFILE%\AppData\LocalLow\Microsofi*
%ALLUSERSPROFILE%WMicrosofi\*
%ALLUSERSPROFILE%\Oracle\Java\*
%ALLUSERSPROFILE%\Package Cache\*
%ALLUSERSPROFILE%\Skype\*
%ALLUSERSPROFILE%\Adobe\"
%ALLUSERSPROFILE%\Google\*
%ALLUSERSPROFILE%lntuifi*
%ALLUSERSPROFILE%\ntel*
%ALLUSERSPROFILE%WVK\*
%8ystemDrive%\WUsers\Public\*
%SystemDrive%\Users\PublicDeskiop\*
%USERPROFILE%\AppData\LocalMicros ofWindows\Applicatio

Custom paths (not applied if Execute Prevent is disabled):
C\Program Files\Krita (x64)\* E

Du kan nu se programmet H i

bunden af listen over program-
mer, der ikke er begraenset af S.0.8
Security Suite.

| Stifinder finder du nu frem til det
program, du gerne vil tilfgje en
undtagelse for. Treek programmets
mappe, fx Krita (x64), H over i
S.0.S Security Suites oversigt.

Klik p& Save B i vinduet,
der abner.

Are you sure you want to apply these policies?
%ALLUS
%ALLUS
%ALLUSH
%ALLUS
%ALLUS No
Execute %ALLUS - —
Froven %SystemDrive%\Users\Public\*
& J %SystemDrive%\Users\PublicDeskiopt*
‘a %USERPROFILE%\AppData\local\Micros ofiWindows\Application Shoricuts\*
%ﬁ:?@g Custom paths (not applied if Execute Prevent is disabled):

R Edit selected

Settings

Delete selecled

Add file path Add folder path

Save & Apply (6

Save only ) g

E Klik pa Save & Apply B for at gemme zendringerne og klik
pé Yes H i vinduet, der dbner. S& gemmes andringerne pa
computeren, og din computer er nu saerdeles godt beskyttet.
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